POLICY NAME Appropriate Use Policy
POLICY NUMBER  10.01.01

POLICY SECTION Information Technology
EFFECTIVE DATE 3/27/2012

1.0 OVERVIEW AND PURPOSE

Information resources are vital assets used in pursuit of Lamar University’s mission. This Lamar
University Policy establishes guidelines for the appropriate use of information resources by educating
individuals regarding information resources and the responsibility accepted by virtue of use.

2.0 SCOPE

This policy applies to all Lamar University information resources, whether administered remotely,
centrally or departmentally, and regardless of where they reside. Any external individual, application, or
device accessing or utilizing Lamar University Information Resources is subject to this policy.

3.0 DEFINITIONS

Information Resource — Defined in §2054.003(7), Government Code and/or other applicable state or
federal legislation as follows:

Procedures, equipment, and software that are employed, designed, built, operated, and
maintained to collect, record, process, store, retrieve, display, and transmit information, and
associated personnel including consultants and contractors.*

*Modification of this definition through state or federal legislation shall supersede the above.
Information Resources of Lamar University include, but are not limited to:

All components of the Lamar University information network, both physical and logical.
Any device owned by Lamar University or used to connect to the Lamar University
network. These devices include computers (both stationary and mobile), printers, and
communication devices.

All software purchased by or used to support Lamar University.

All electronic data, including email, and the storage media on which the data resides
(both stationary and mobile).

Lamar University credentials used to access licensed external resources.
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2. Individuals with authorized access to information technology resources must ensure that
their access permissions are not accessible to or usable by any other individuals.

3. Subject to State of Texas law and Lamar University policy, incidental personal use of
information resources by Lamar University employees is tolerated, subject to review and
restriction by the employee’s supervisor. Such personal use must not violate any applicable
policies and statutes, must not interfere with the employee’s job performance, must not
result in any additional expense to Lamar University, and must not be used for personal
gain. Information technology resources may not be used in an extensive or regularly
recurring manner for activities that are unrelated to business purposes.

4. Any unauthorized or illegal access, use, alteration, duplication, destruction, or disclosure of
any information resource is prohibited.

5. Lamar University will take reasonable precautions to protect the privacy and confidentiality
of electronic documents. However, individuals using Lamar University information resources
have no right to privacy in their use of these resources. Information resource usage is
subject to review and disclosure in accordance with:

a. the Texas Public Information Act, the federal Freedom of Information Act, and
other related laws, Regents’ Rules, and Lamar University policies;

other policies or legal requirements, such as subpoenas and court orders;

efforts to protect and sustain operational performance and integrity;

d. security reviews, audits, and investigations by authorized individuals in the
performance of their assigned duties; and

e. such other purposes required to allow Lamar University officials to fulfill their
responsibilities when acting in their official capacity.

o o

Request for non-consensual access as described in 6 (a-e) must be submitted to Information
Technology Services, Information Security Officer (ISO) using the approved non-consensual
access form. Although ongoing monitoring is not standard procedure, anyone using Lamar
University information resources expressly consents to monitoring for the above purposes.
If such monitoring reveals evidence of possible criminal activity, Lamar University officials
may provide that evidence to law enforcement.

6. The Lamar University issued email address is the official communication standard for
electronic mail delivery. Students, faculty, and staff are responsible for monitoring their
official email account. Lamar University is not responsible for e-mail messages forwarded to
any other address.

7. Lamar University is not responsible for the content of documents, exchanges or messages
that reflect only the personal ideas, comments and opinions of an individual.

8. Lamar University is not responsible for contracted services between LU students and Third
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5.0 ENFORCEMENT

Failure to adhere to the provisions of this policy statement may result in:
1. Loss of Lamar University Information Resources access privileges,

2. Disciplinary action up to and including termination for employees, contractors or consultants,
dismissal for interns and volunteers, or suspension or expulsion in the case of a student, or

3. civil or criminal prosecution.
6.0 RELATED DOCUMENTS

Statutes pertaining to the use of Lamar University information resources include, the following:

a. The Federal Family Educational Rights and Privacy Act (FERPA) — restricts access to
personally-identifiable information from students’ education records.

b. Texas Administrative Code, Title 1, Part 10, Chapter 202 — Regulations from the Department
of Information Resources establishing information security requirements for Texas state
agencies and higher education institutions.

c. Texas Penal Code, Chapter 33: Computer Crimes — Texas law pertaining to computer crimes.
This statute specifically prohibits unauthorized use of Lamar University computers,
unauthorized access to stored data, or dissemination of passwords or other confidential
information to facilitate unauthorized access to Lamar U
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i. Computer Software Rental Amendments Act of 1990 —
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